FAZ ADOM Configuration Lab:
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Internal Port Port2
Management Port Portl
Management IP Address 192.168.114.215
Internal IP Address 10.0.1.252
Gateway 10.0.1.254
FortiManager Hostname FAZ

FortiManager Version

FAZ_VM64_KVM-v7.2.1-build1215

MGMT-PC

Management Cloud0

ADOM Mode Normal ADOM
ADOM Name FG-7-0-9
Administrator Admin
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Enable ADOM:
To enable ADOMs, Go to System Settings>Dashboard. In the System Information widget, go to
Administrative Domain, and toggle On.

€3 | Dashboard Toggle Widgets ~
B FortiAnalyzer Fabric
System Information O x

@t Logging Topology
@ All ADOMs Host Name FAZ E
C Storage Info Serial Number FAZ-VMTM22007258
» Network Platform Type FAZVM64-KVM
4 HA HA Status Standalone
2 Admin > System Time Tue Mar 07 01:49:55 2023 PST ®
EB Certificates >

Firmware Version v7.2.1-build1215 220809 (GA) &
= Log Forwarding '

System Configuration Last Backup : Sun Mar 5 06:12:39 2023 2
Y Fetcher Management
@ EventLog Current Administrators admin / 1 in total B}
[@ Task Monitor Up Time 47 minutes 18 seconds
E: Advanced Administrative Domain [ @) | <:I

Operation Mode

Collector

It will log you out login back.

FortiAnalyzer-VMé4-KVM

u admin m
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Create Normal ADOM:s:
Go to System Settings > All ADOM:s. Click Create New in the toolbar. The Create New ADOM
pane is displayed.

& Dashboard + Create New [#Edit W Delete 2 Enter ADOM € Disable ADOM | More v
@ FortiAnalyzer Fabric [0 | AName ADOM Type Allocated Storage
@ Logging Topology (3 Security Fabric (1)
f:) All ADOMs D root Fabric 50 GB
FortiGates (4
C Storage Info S _{ ) . S
O FortiCarrier FortiCarrier 1000 MB
© Network 0 FortiFirewall FortiFirewall 1000 MB
2 HA O FortiFirewallCarrier =~ FortiFirewallCarrier 1000 MB
2 Admin s O FortiProxy FortiProxy 1000 MB

e et @ Other Device Types (12)
Configure the following settings, then click OK to create the ADOM. Type a name that allows
you to distinguish this ADOM from your other ADOMs. Select the type FortiGate.

Create ADOM

Name FG-7-0-9
Type FortiGate -
Description FortiGate Firewalls

Devices
=+ Select Device Search... Q
[0 Name IP Address Platform ﬂ

No record found.

Data Policy
Keep Logs for Analytics 60 Days v
Keep Logs for Archive 365 Days -
Disk Utilization
Allocated 14620 MB »  Maximum Available: 14.2 GB
Analytics: Archive 70% 30% O Modify
Alert and Delete When Usage Reaches | 90% v

=g o [
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From top right corner change the root ADOM to recently created ADOM FG-7-0-9
Select an ADOM Qo

root (1) FG-7-0-9
Fabric FortiGate

FG-7-0-2 (0)
FortiGate Firewalls

+ Create New Close

Go to System Settings > All ADOMs. Double-click on an ADOM, right-click on an ADOM and then
select the Edit from the menu, or select the ADOM then click Edit in the toolbar. The Edit ADOM
pane opens. Click Select Device. The Select Device list opens on the right side of the screen.
Select the devices that you want to add to the ADOM. The selected devices are displayed in the
Devices list. When done selecting devices, click Close to close the Select Device list. Click OK.

The selected devices are removed from their previous ADOM and added to this one.
Edit ADOM

Name FG-7-0-9
Type FortiGate
Description

FortiGate Firewalls

@ ’
Devices

| = Select Device | Search... Q

[0 Name IP Address Platform n
No record found.

Data Policy
Keep Logs for Analytics 60 Days -
Keep Logs for Archive 365 Days -
Disk Utilization
Allocated 5120 MB » Maximum Available: 14.2 GB

Analytics: Archive 70% 30% O Modify
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From top right corner change the root ADOM to recently created ADOM FG-7-0-9
Select an ADOM Qe

root (1) FG-7-0-9
Fabric FortiGate

FG-7-0-9 (0)
FortiGate Firewalls

Navigate to Device Manager > Device & Groups, and click Add Device.

Device Manager v = v & Device Group »

FortiView Log View Fabric View

—
1

Management

FortiSoC Reports System Settings
Extensions

Follow Add Device wizard, to add a new device to recently created normal ADOM FG-7-0-9

Add Device

Please input the following information to add a device.

Name Name

Link Device By © (® Serial Number QPre-shared Key

Serial Number Serial Number

Device Model | v
Description Description

coe
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